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Executive Summary

Democratic institutions are unlikely to survive the transition to an era of

deepfake-saturated election cycles without significant, rapid, and widespread societal

adaptation beyond current technical verification standards [21]. While emerging technical

solutions offer some mechanisms for managing content authenticity, their slow adoption,

limited reach, and the overwhelming scale and psychological impact of deepfakes are

projected to erode public trust and democratic stability before these solutions can become

universally effective [12, 21]. The "Liar's Dividend," which allows for the dismissal of

authentic evidence as AI-generated, poses a more fundamental threat than deepfake

circulation itself, by exploiting partisan reasoning to undermine accountability and a

shared reality [2, 8, 11, 15].

Key Findings

The Dual Threat: Deepfakes and the Liar's Dividend

Both deepfakes and the "Liar's Dividend" contribute to eroding trust in democratic

institutions, the media, and electoral integrity [1, 3, 5, 10, 11]. Deepfakes involve direct

manipulation, such as the 2023 use of voice cloning to falsely suggest a Chicago mayoral

candidate condoned police violence [6]. This technology exploits the "realism heuristic," a

human tendency to place higher trust in visual and audio information than in text, making

it difficult to distinguish authentic from fabricated media [19, 24].

The "Liar's Dividend" is considered a more existential threat to democratic stability

because it allows individuals to dismiss authentic, incriminating evidence as

AI-generated, exploiting partisan reasoning to undermine accountability [2, 3, 8, 11, 15].

This is achieved through "informational uncertainty" and "oppositional rallying" [7, 8].

Research involving 15,000 American adults found that politicians can increase support

across various partisan subgroups by claiming a scandal is "fake news" or a "deepfake"
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more effectively than by apologizing or remaining silent [6, 8]. While these claims are

effective against text-based reports, their effectiveness against video evidence is

debated; some research suggests they are largely ineffective against video, though

"oppositional rallying" can, in certain instances, discredit video-based scandals [7, 8, 26].

However, other evidence suggests that advanced digital forensic techniques and human

cognitive responses largely mitigate the effectiveness of the Liar's Dividend in discrediting

authentic video evidence [33, 34, 35, 36, 37, 38].

The increasing ease, speed, and low cost of deepfake production make the technology

accessible to non-experts, creating "synthetic realities" that are hard to audit and can alter

perceptions of truth [1, 10, 11, 12, 15]. Both deepfakes and the Liar's Dividend increase

the cost of verifying truth for individuals and institutions and exacerbate social polarization

[1, 2, 5, 7, 9, 13].

Technological Asymmetry and Regulatory Challenges

The capacity to create deceptive synthetic media is advancing faster than the capacity to

detect or regulate it, creating a "technical arms race" [4, 6, 8, 15]. This technological

asymmetry renders current regulatory approaches, such as disclosure mandates, largely

insufficient to mitigate democratic harm [3, 4, 6, 8, 12, 15]. While some argue for the

necessity of new regulations [17], others suggest that "regulation alone cannot change

the current trajectory" due to the technological gap [4, 6, 8]. Legislative measures, such

as California's AB 2839 and statutes in Texas and Minnesota, have been introduced to

require or prohibit deepfakes within certain windows before an election [3, 11, 12].

However, neither technical attribution nor disclosure mandates are considered effective in

isolation; a multi-layered defense integrating technology, regulation, and education is

required [8, 15, 16, 18, 19].

The impact of rapid, large-scale synthetic media amplification is debated, with some

researchers describing an "information apocalypse" and others suggesting "information

pollution" more accurately describes the degradation of the information environment [25].

Evidence suggests the situation is better characterized as manageable information

pollution that democratic systems can adapt to, given ongoing technological and

standardization efforts [12, 28, 29, 30, 31, 32]. However, the scale of the threat is

significant: false news diffuses "significantly farther, faster, deeper, and more broadly"

than true news [7, 6]. Deepfake-driven fraud resulted in over $200 million in financial
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losses during the first quarter of 2025 [3]. U.S. fraud losses driven by generative AI are

projected to grow from $12.3 billion in 2023 to $40 billion by 2027 [15, 17].

Limitations of Technical Solutions

Technical protocols like C2PA and watermarking, while intended to verify authenticity,

possess inherent vulnerabilities that can be exploited by bad actors, creating a "false

sense of security" [1, 2, 15]. C2PA is susceptible to metadata stripping through common

processes like re-encoding files or uploading them to social networks [13, 14]. It is also

vulnerable to omission attacks, meaning it cannot prove that related files from the same

capture session were not removed to manipulate context [27]. Furthermore, C2PA

validates signature validity without verifying the honesty of the signer [22].

Watermarks are susceptible to being stripped or weakened by compression, resizing, or

adversarial attacks [6, 12, 18]. While watermarking can be a vital and reliable component

within a defense-in-depth strategy, despite these vulnerabilities [39, 40, 41, 42, 43, 44],

these technical failures create "unverifiable" states that bad actors can exploit to dismiss

authentic media as "unverifiable" or fake [1, 4, 13, 14, 18].

The implementation of technical protocols like C2PA relies on the voluntary adoption of

hardware-level standards by manufacturers such as Nikon, Sony, Leica, Canon, and

Google [9, 12, 14, 17]. This voluntary adoption could create an inequitable information

environment where "trustworthiness" is tied to cryptographically signed credentials,

potentially marginalizing grassroots or low-resource political communication from

non-compliant devices [10, 12, 23].

Regional Vulnerabilities and Adaptation Gaps

The specific vulnerability of democratic regions is determined by the prevalence of

different technological threats. In the Global South, "cheapfakes" (low-tech manipulations)

and coordinated inauthentic behavior are more common threats [24]. In contrast,

significant research and the technological "arms race" primarily focus on high-tech

deepfakes utilizing advanced generative models [4, 6, 8, 15, 21].

Despite the urgent need for societal adaptation, the research does not identify any

successfully implemented or piloted large-scale media literacy programs or redesigned
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verification workflows for journalists. Existing adaptation strategies primarily focus on

platform-led disclosure requirements for synthetic content in political ads (Meta, Google)

[6] and legislative mandates [3, 11, 12]. The National Institute of Standards and

Technology (NIST) is researching risks and mitigation strategies for synthetic content

[20].

Implications

The evidence suggests that democratic institutions face a profound challenge from

deepfake-saturated election cycles, primarily due to the "Liar's Dividend" and the rapid

advancement of deceptive AI technologies outpacing detection and regulation. The ability

of political actors to dismiss authentic evidence as fake, coupled with the increasing ease

and scale of synthetic media production, threatens the very foundation of a shared reality

and public trust. While technical solutions like C2PA and watermarking are emerging,

their vulnerabilities, voluntary adoption, and potential to create an inequitable information

environment mean they are insufficient as standalone defenses. Without a rapid,

widespread, and multi-layered societal adaptation that includes robust regulatory

frameworks, enhanced media literacy, and universally adopted, resilient technical

standards, democratic processes risk becoming increasingly susceptible to manipulation

and delegitimization. The current trajectory indicates that the erosion of public trust and

democratic stability may outpace the effectiveness of emerging solutions.

Limitations and Caveats

The research findings present a nuanced and often contested view of the future impact of

deepfakes on democratic institutions. There is disagreement among researchers

regarding whether the threat constitutes an "information apocalypse" or "manageable

information pollution" [25]. While some evidence suggests the "Liar's Dividend" is largely

ineffective against video evidence due to forensic techniques [33, 34, 35, 36, 37, 38],

other findings indicate that "oppositional rallying" can, in certain instances, discredit

video-based scandals [7, 8, 26]. Furthermore, the research does not provide specific

quantitative metrics for the performance gap between deepfake generation and detection

capabilities [4, 6, 8, 15], nor does it identify successfully implemented large-scale societal

adaptation strategies like media literacy programs. The long-term efficacy and scalability

of proposed solutions against evolving threats remain subject to ongoing development
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and real-world deployment.
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