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Executive Summary

The accelerated diffusion of foreign propaganda by Al tools significantly strains
democratic accountability and erodes institutional trust in information ecosystems, as
evidence suggests these tools create an insurmountable asymmetry where
misinformation outpaces truth and distorts public input [1, 5]. While new regulations and
adaptive technologies offer some structural resilience, the sheer scale and speed of
Al-generated content overwhelm existing verification mechanisms, leading to a
measurable decline in public confidence and the ability of institutions to discern genuine
public will [3, 4]. The available evidence weakly favors the position that Al-driven
propaganda destabilizes democratic accountability and erodes trust due to the
demonstrated speed and indistinguishability of synthetic content; however, the long-term
outcomes are still unfolding. The key unresolved uncertainty is whether institutional
adaptations can scale rapidly enough to counter the exponential growth and
sophistication of Al-driven manipulation, which would be settled by empirical data
demonstrating a sustained reversal in the spread of misinformation and a measurable
recovery in public trust in information sources following the widespread implementation of
Al content provenance and media literacy programs.

Key Findings

Speed Asymmetry and Institutional Adaptation

The accelerated diffusion of foreign propaganda by Al tools creates a significant speed
asymmetry that challenges democratic verification mechanisms [1]. False news spreads
approximately six times faster than truth, with false stories being 70% more likely to be
retweeted than true ones, achieving massive diffusion within minutes [1, 11]. This rapid
spread is exacerbated by a 1,000% increase in Al-generated false articles between May
and December 2023 [4]. Al-powered agents can autonomously coordinate and amplify



narratives at unprecedented scales, manufacturing the appearance of consensus and
manipulating trending dynamics without direct human control [2]. As Alexander
Romanishyn and Olena Malytska note, "Al-enabled tools, particularly generative models
and engagement-optimization algorithms, play a central role in the production and
amplification of disinformation” [1]. These capabilities allow malicious actors to produce
and distribute high-fidelity synthetic content at reduced cost and effort, with platforms
offering volume discounts up to 80% for higher usage, disproportionately benefiting
well-resourced operations [6, 10].

Conversely, this acceleration is catalyzing institutional and technological adaptations
aimed at enhancing democratic resilience. The EU Al Act, enforceable from 2026,
mandates transparency and disclosure for synthetic content, extending its reach
extraterritorially [1, 12]. South Korea successfully amended its election act to ban
deepfakes during campaigns, identifying 388 violations prior to its April 2024 general
election [8]. These regulatory responses represent efforts to build robust verification

infrastructure and shift trust towards procedural legitimacy [7].

Statistical Indistinguishability and Information Overload

The statistical indistinguishability of Al-generated content from human-produced material
directly erodes institutional trust and distorts democratic representation [5]. Over 50% of
humans cannot distinguish state-of-the-art generative false news from real news [1]. Field
experiments have shown that US legislators responded to Al-generated advocacy letters
at rates statistically similar to human-written ones across multiple policy issues, skewing
perceived constituent sentiment [5]. This indistinguishability allows foreign actors to flood
e-rulemaking platforms, effectively nullifying the public feedback loop and preventing
agencies from gauging authentic public preferences [5]. As a USC study found,
"Coordinated Al agents can manufacture the appearance of consensus, manipulate

trending dynamics, and accelerate message diffusion” [2].

However, the exposure of these vulnerabilities is also driving platforms to strengthen
defenses against coordinated bot networks and adopt advanced Al content provenance
checks [7]. The development of Al fact-checking tools empowers citizens with instant
verification capabilities [13]. Furthermore, Al models are being developed to detect
malicious content; for example, DeepSeek-V3 achieved 92.86% accuracy and 91.43%
recall in detecting personal attacks in debate transcripts from 2016, 2020, and 2024 [9].
Other models like Claude Sonnet 4 recorded 91.96% accuracy, and fine-tuned BERT
models demonstrated accuracy ranging from 86.34% to 88.84% [9]. While some models



like Grok 3 showed high recall (91.43%) but lower precision (64.29%) due to
over-detection, and ChatGPT-40 under-detected attacks with a 40.00% recall rate, these
developments indicate an evolving capacity for Al-driven detection [9].

Direct Strain on Trust vs. Long-Term Resilience

The accelerated diffusion of foreign propaganda by Al tools places a direct strain on the
long-term viability of institutional trust. Surveys from early 2026 indicate that 64% of
Americans believe US democracy is in crisis or at risk of failing, with only 20% expressing
high confidence in election integrity [3]. Foreign actors exploit a "liar's dividend" strategy,
dismissing authentic embarrassing truths as synthetic media to evade accountability, as
seen when politicians in Argentina's October 2023 elections dismissed scandalous audio
recordings as Al-generated [6, 8]. Deepfakes strategically deployed before polling periods
exploit limited response windows to sway voters and exacerbate cultural divides [8]. This
phenomenon, as Alexander Romanishyn and Olena Malytska state, "poses a direct
challenge to democratic processes, as algorithmically amplified falsehoods systematically
distort political information environments, erode public trust in institutions, and foster

polarization - conditions that degrade democratic decision-making” [1].

Conversely, this strain is argued to enhance democratic resilience by fostering procedural
legitimacy. Institutions are compelled to adapt to the influx of synthetic content, leading to
the development of media literacy programs and Al-inoculation campaigns (prebunking)
that build cognitive defenses among the public [7]. This transformation of vulnerabilities
into strengthened democratic practices is seen as a long-term benefit, forcing institutions
to build capacity and adapt to new information ecosystem challenges [7].

Implications

The accelerated diffusion of foreign propaganda by Al tools implies a fundamental
re-evaluation of how democratic accountability is maintained and how institutional trust is
built in modern information ecosystems. For democratic institutions, the primary
implication is the urgent need to develop and implement scalable, proactive defenses
against Al-driven manipulation. This includes not only regulatory frameworks like the EU
Al Act [1, 12] but also advanced Al content provenance technologies and widespread
media literacy programs to equip citizens with critical discernment skills [7]. Without such
measures, the demonstrated speed and indistinguishability of Al-generated content will
continue to distort public discourse, making it increasingly difficult for governments to



accurately gauge public will and for citizens to make informed decisions [1, 5].

For the long-term viability of institutional trust, the implications are twofold. First, there is a
risk of continued erosion of public confidence in elections and governmental processes if
the "liar's dividend" strategy persists and authentic information is routinely dismissed as
synthetic [3, 6, 8]. Second, there is an opportunity for institutions to rebuild trust by
demonstrating transparency, adaptability, and a commitment to procedural legitimacy in
the face of these challenges [7]. This requires investing in robust verification
infrastructure, supporting independent fact-checking initiatives, and fostering open
dialogue about the origins and veracity of information [7, 13]. The ongoing tension
between the destabilizing potential of Al propaganda and the adaptive capacity of
democratic systems suggests that the future of institutional trust will depend heavily on
the speed and effectiveness of these proactive and reactive measures.

Limitations and Caveats

The long-term outcomes of the accelerated diffusion of foreign propaganda by Al tools on
democratic accountability and institutional trust are still unfolding, making definitive
conclusions challenging. While current trends indicate a significant strain on existing
democratic mechanisms and a measurable decline in public confidence, the full impact of
emerging regulatory frameworks and technological adaptations remains to be seen [1, 7].
The evidence base, while robust in identifying the immediate challenges posed by
Al-driven propaganda, offers plausible interpretations for both destabilization and
enhanced resilience, reflecting the dynamic nature of this evolving threat [5, 7]. Direct,
global quantitative data on the precise impact of Al-driven foreign propaganda on
institutional trust specifically (beyond general misinformation trends) is limited, and
analogous evidence from other domains or specific countries may not fully capture the
nuances of a global, entity-agnostic context. Therefore, conclusions should be treated as
provisional, subject to further empirical observation as Al capabilities and societal
responses continue to develop.
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