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Executive Summary

The proliferation of Al-generated deepfakes will significantly erode institutional trust in
journalistic verification processes by imposing a pervasive "skepticism tax" that decouples
visual evidence from truth, leading audiences to question the authenticity of all media,
including rigorously fact-checked journalism. While cryptographic provenance standards
like C2PA are reshaping the governance of information integrity by providing
machine-verifiable signals of origin, they struggle to restore trust in editorial judgment due
to widespread metadata stripping by social platforms, a persistent "first-mile trust gap”
regarding factual accuracy, and cognitive biases that lead audiences to conflate
mechanical authenticity with factual reliability. This dynamic exacerbates epistemic
inequalities, disproportionately burdening demographics with lower digital literacy.

Key Findings

Deepfakes Impose a Systemic "Skepticism Tax" and "Liar's Dividend"

The primary mechanism by which deepfakes erode institutional trust is through the
imposition of a "skepticism tax," which creates systemic doubt about the authenticity of all
media, rather than just specific instances of synthetic disinformation [5]. This
phenomenon means that even rigorously verified journalistic content is viewed with
suspicion because deepfakes decouple visual evidence from truth [6]. The "liar's
dividend," where public figures strategically dismiss authentic but damaging recordings as
Al-generated, further exploits this uncertainty, eroding accountability and institutional trust
by creating a continuous state of doubt [5, 13]. This systemic doubt disproportionately
affects politically moderate individuals and shifts audience reliance away from established
news organizations toward closed, peer-based networks [5].



Cryptographic Provenance Standards Face Significant Limitations in
Restoring Trust

Cryptographic provenance standards, such as the Coalition for Content Provenance and
Authenticity (C2PA), aim to reshape information integrity by embedding verifiable
metadata about content origin, creation dates, and Al involvement directly into media files
[3, 8]. Detection alone cannot be the sole foundation of trust because deepfake
generation scales faster than detection [7]. Robust detection requires constant retraining,
computational resources, and access to original data that may not exist [7]. This means
misleading or out-of-context content can still be cryptographically signed and distributed,
undermining confidence in editorial judgment [5]. Furthermore, these standards struggle
to overcome systemic skepticism because their enforcement is often voluntary,
inconspicuous, and easily stripped during content distribution [6].

Metadata Stripping by Social Platforms Undermines Provenance
Reliability

Despite hardware-backed signing mechanisms establishing a strong technical baseline
for provenance, their effectiveness is severely compromised by the pervasive stripping of
metadata by major social media and messaging platforms [6]. Platforms like Meta
(Instagram, Facebook, Threads), X (formerly Twitter), TikTok, WhatsApp, Reddit, and
Discord routinely remove C2PA manifests during standard upload processing through
re-encoding pipelines, file size optimization, and privacy protection workflows [2, 5, 7, 10,
11, 12]. Most major social media and messaging platforms process uploaded media
through compression, resizing, and format conversion pipelines, which routinely strip
embedded metadata, including C2PA content credentials [29].

Viral Velocity Overwhelms Journalistic Verification Bottlenecks

The historical record from the 2024 "super election year" revealed that the viral velocity of
synthetic content creation largely overwhelmed newsrooms' capacity to maintain reliable
verification bottlenecks [6]. Journalists struggled to decipher real from synthetic content at
the speed of breaking news, spending valuable time analyzing suspicious media while it
rapidly spread on social platforms [4, 6]. Although the overall impact of Al-generated
disinformation during this period was lower than anticipated [9], the rapid spread of
deepfakes imposed a "skepticism tax" on the public, increasing uncertainty even when
content was recognized as manipulated [5]. Newsrooms must now perform double duty,



fact-checking at speed while ensuring credible reporting is not drowned out by the volume
of Al-generated content [14].

Reliance on Media Literacy Exacerbates Epistemic Inequalities

Current governance strategies that heavily rely on public media literacy disproportionately
burden demographics with lower digital literacy and higher visual trust, thereby
exacerbating epistemic inequalities. Human detection accuracy for sophisticated
deepfakes remains near chance, averaging between 55% and 57% even among trained
observers [1, 3, 6]. Expecting the general public to reliably discern truth places a heavy
cognitive burden on those less equipped to do so. Older adults, for instance, share nearly
seven times more misinformation than younger cohorts due to lower digital literacy and
greater reliance on visual evidence [5]. This dynamic stratifies information integrity along
socio-economic lines, leaving vulnerable groups more susceptible to synthetic
disinformation [3, 5]. One industry survey reports that older adults are particularly
vulnerable due to lower digital literacy [12].

Implications

The proliferation of Al-generated deepfakes implies a fundamental shift in how
information integrity is perceived and governed. For journalistic institutions, the primary
implication is a persistent erosion of trust in their verification processes, driven by a
systemic "skepticism tax" that devalues even authentic reporting. While cryptographic
provenance standards offer a technical framework for content authenticity, their practical
limitations-particularly metadata stripping by major platforms and the inherent "first-mile
trust gap"-mean they are unlikely to fully restore public confidence in editorial judgment.
This necessitates a re-evaluation of governance strategies, moving beyond individual
media literacy toward more robust, platform-enforced technical safeguards and a greater
emphasis on the narrative context and source reputation, rather than solely relying on the
technical integrity of individual files. The widening epistemic inequalities also imply a
growing societal divide in access to reliable information, potentially leading to further
polarization and reduced civic engagement among vulnerable populations.

Limitations and Caveats

The available research provides a strong conceptual framework for understanding the



erosion of trust and the challenges in governing information integrity. However, direct
guantitative data on several key aspects remains limited. Specifically, there is a lack of
measurable adoption rates for C2PA signatories in major newsrooms by Q3 2026, as well
as specific figures for associated licensing costs versus manual verification labor savings.
Similarly, quantified economic impacts of the "liar's dividend" on high-profile cases
post-2024, including legal settlements or ad-revenue losses, are not available. The
research also does not provide specific data on which social media platforms strip C2PA
metadata most frequently or the average "time-to-unverifiable" for content shared across
these networks. These data gaps limit the ability to fully quantify the economic and
operational impacts of deepfake proliferation and the efficacy of current mitigation
strategies.

Sourcing audit. The claims above were checked back against the source material this
report was written from. These could not be traced to a passage in that material, and
have been qualified in the text:

- "This dynamic stratifies information integrity along socio-economic lines, leaving
vulnerable groups more susceptible to synthetic disinformation [3, 5]. One ind..." - The
source material mentions older adults and political moderates as vulnerable groups, but
does not mention stratification along socio-economic lines.
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