In the context of Stuxnet and Russian grid operations,
how should a 'stable deterrence framework with clear
red lines' be operationally defined-specifically, does it
require explicit, mutually acknowledged severity
thresholds that automatically trigger proportional
kinetic responses, or is it sufficient that dominant
actors tacitly accept sub-threshold cyber damage as a
managed cost within an unspoken strategic
equilibrium?
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Executive Summary

In the context of operations such as Stuxnet and Russian grid attacks, a stable
deterrence framework with clear red lines is operationally defined by a hybrid approach.
This approach combines the credible threat of explicit, potentially kinetic responses for
severe cyber damage with the tacit acceptance of sub-threshold cyber damage as a
managed cost within an unspoken strategic equilibrium. Evidence suggests that while
explicit thresholds are desirable for preventing miscalculation in high-stakes scenarios,
the inherent ambiguity and continuous nature of cyber conflict often necessitate flexible,
context-aware management through persistent engagement rather than rigid, automatic

triggers.

Key Findings

Hybrid Nature of Cyber Deterrence

A stable cyber deterrence framework in the context of operations like Stuxnet and
Russian grid attacks does not rely exclusively on either explicit thresholds or tacit
acceptance, but rather operates as a hybrid model [7]. This framework requires a credible
threat of severe consequences, potentially including kinetic responses in cases of
significant physical damage or threats to life, while simultaneously accepting persistent
sub-threshold activities through cumulative and tailored cross-domain strategies [7, 8].
This approach acknowledges that cyber conflict often remains below the level of armed
attack and does not always warrant an immediate, proportionate kinetic response, relying



instead on a spectrum of diplomatic, economic, and covert tools to shape adversary
behavior [7, 8].

Arguments for Explicit Thresholds and Kinetic Responses

Proponents of explicit, mutually acknowledged severity thresholds argue that clear
signaling prevents strategic paralysis and provides justification for escalation [6]. Defined
“red lines" are seen as crucial for overcoming decision-making dilemmas by informing
adversaries of the specific consequences of their actions [6]. For instance, NATO seeks
to establish precise cumulative criteria for cyber aggression to ensure appropriate
responses to sub-kinetic acts [9]. The U.S. Department of Defense maintains the right to
use any response, including kinetic force, against a cyberattack based on the target and
effects [11]. This was demonstrated when Israel executed an immediate kinetic strike
against Hamas's cyber operations in May 2019 following an attempted cyberattack [11].
Stuxnet, which physically destroyed Iranian enrichment centrifuges between 2007 and
2010, exemplified cyber operations capable of inflicting physical damage that could
warrant such a response [3, 10].

Arguments for Tacit Acceptance and Managed Costs

Conversely, arguments for tacit acceptance highlight that strategic ambiguity is often
more operationally effective in cyberspace. The U.S. historically prefers an effects-based
interpretation of force to avoid drawing rigid boundaries that constrain its own retaliatory
options [6, 11]. This flexibility supports a "persistent engagement" strategy, where
dominant actors continuously impose costs and degrade adversary capabilities through
constant friction rather than waiting for a specific threshold to trigger a disproportionate
kinetic response [7]. Hostile cyber operations are frequently calibrated to remain below
the thresholds that would justify treaty obligations or military responses, allowing states
like Russia to operate in a "gray zone" of hybrid warfare [8]. Russian strategic culture, as
observed in operations against the Ukrainian power grid between 2015 and 2016, treats
cyberspace as a tool for information warfare and subversion rather than a decisive
domain for kinetic action, accepting sub-threshold damage as a managed cost to
destabilize adversaries over an extended period [12]. Quantitative data supports this,
showing that between 2000 and 2020, Russia initiated 113 cyber incidents against rivals,
with only one (0.088%) yielding a tangible political concession [1]. Even during the initial
stages of the 2022 Russo-Ukrainian War, while Russian cyber intrusions reportedly
increased by 75%, the average severity of these attacks declined [1]. Furthermore,



Stuxnet itself, which caused the premature retirement of 10% of Iran's centrifuges,
benefited from ambiguity regarding its effects, sources, and motives, thereby carrying
fewer strategic risks for the perpetrators [2]. This opacity undermines deterrence-oriented
strategies, as adversaries cannot fully fathom the consequences of their actions [6].

Implications

For global actors engaged in or affected by cyber operations like Stuxnet and Russian
grid attacks, the operational definition of stable deterrence implies a need for nuanced
and flexible strategies. Relying solely on explicit, automatic kinetic triggers is impractical
given the continuous, sub-threshold nature of most cyber conflict and the inherent
difficulties in attribution and intent [7, 14, 15]. Instead, states must develop integrated,
cross-domain strategies that can respond to a spectrum of cyber aggression, from
persistent low-level harassment to destructive attacks causing physical damage [7, 16].
This means maintaining the capability and declared intent for kinetic responses to severe
cyber-kinetic attacks, while simultaneously engaging in continuous "defend forward" and
"persistent engagement"” operations to impose costs and disrupt adversary activities
below the threshold of armed conflict [17, 18]. The ongoing management of cyber
damage through continuous engagement and flexible responses is a more practical and
stable approach than attempting to establish rigid, automatic kinetic triggers [7].

Limitations and Caveats

The operational definition of a stable deterrence framework in cyberspace remains a
complex and evolving challenge. The inherent ambiguity of cyber operations, particularly
regarding attribution and the precise threshold at which a cyberattack constitutes an
"armed attack" under international law, continues to be a significant limitation [6, 14, 15].
While the theoretical desirability of explicit clarity is acknowledged, the practical realities
of cyber conflict, including the continuous nature of gray-zone operations and the risk of
unintended escalation from rigid red lines, often favor more flexible and tacit approaches
[4, 5, 13]. The effectiveness of any deterrence framework is also contingent on the
adversary's strategic culture and interpretation of cyber capabilities, as seen in Russia's
approach to information warfare [12].

Sourcing audit. A check of this report's claims against the source material it was written
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figures and findings above as unverified pending a re-run with a wider source pool.
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